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Reducing Breaches and Building Resiliency in Healthcare IT Operations

!ecent c�0era�achsķ incl�ding the devastating 2024 incidents that crirrled orerations at 
��rie �hildrenĽs �osrital and �hange �ealthcareķ a s�0sidiar� o= &nited�ealth Gro�rķ have 
�nderscored the �rgent need =or enhanced c�0ersec�rit� in the healthcare sector.

In 202ƒķ ransol�are a�achs on healthcare organi�ations nearl� do�0led =rol 
the rrevio�s �earķ �ith a Ɛ2Ѷѷ increase in the &nited "tates alone Ő	�I.gov)� 
$he Cnancial ilract has 0een staggeringķ �ith relediation costs averaging 
ŪƐ.ѶƔ lillion rer incident ŐHealthcareBrewő and reaching into the 0illions 
=or the largest 0reaches. $hese a�achs highlight the gro�ing threat to 0oth 
healthcare operators and the digital healthcare technology companies that 
serve thel.

$he rise in c�0era�achs is directl� correlated �ith a 

dralatic change in healthcare I$ orerations. "igniCcant 

advances in telehealth servicesķ �lectronic �ealth 

!ecords Ő��!sőķ and rersonali�ed ledicine ro�ered 0� 

�rtiCcial Intelligence Ő�Iő are revol�tioni�ing healthcare 

deliver�ķ ilrroving ratient engagelentķ and ortili�ing 

clinical o�tcoles. "�rrorting these innovations has 

also necessitated a shi[ in healthcare I$ķ res�lting in the 

raridl� e�randing scale and colrle�it� o= I$ orerations.

)ith the gro�ing n�l0er o= �sersķ devicesķ and 

arrlications accessing the net�orhķ lanaging and 

sec�ring access to I$ reso�rces is lore diLc�lt than 

ever 0e=ore. �dditionall�ķ the d�nalic nat�re o= lodern 

I$ in=rastr�ct�reķ characteri�ed 0� =ret�ent �rdates and 

derlo�lentsķ lahes it diLc�lt to esta0lish and laintain 

the ro0�st access controls and a�dit logs necessar� to 

s�rrort ind�str� colrliance ret�irelents lihe �I���. 

�s a res�ltķ healthcare organi�ations o= all t�res =ace 

signiCcant sec�rit�ķ orerationalķ and colrliance rishs.   

$elerort rrovides a �nit�e sol�tion to these challenges 

=or sec�ring access to in=rastr�ct�reķ �ith a rla�orl that 

elilinates credentials and standing rrivilegesķ o[en the 

target o= threat actors =or e�ec�ting 0reach and rivot 

tractics. $elerortĽs arrroach enhances sec�rit�ķ ilrroves 

orerational eLcienc�ķ and streallines colrliance 

rrocesses to s�rrort healthcare organi�ationsĽ digital 

initiatives.

This whitepaper explores the challenges and risks faced 

0� healthcare orerators and digital health technolog� 

colranies and rrovides rractical sol�tions to overcole 

the lost challenging o0stacles associated �ith red�cing 

0reaches and ilrroving resilienc� in I$ orerations.
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https://www.dni.gov/
https://www.healthcare-brew.com/stories/c/Ransomware-can-cost-hospitals-millions
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The Growing Complexity of Healthcare IT Operations 

�ealthcare oreratorsķ s�ch as hosritals and clinicsķ as �ell as technolog� colranies that design and develor 

healthcare sol�tionsķ have seen a dralatic acceleration in larhet deland =or digital health technolog� in the last 

several �ears. $o s�rrort these initiativesķ organi�ations have increased I$ staLng and 0�dgetķ e�randed their 

adortion o= clo�d in=rastr�ct�reķ and increased their reliance on "aa" vendors. 

"ince the ��(I	ŊƐƖ randelicķ healthcare organi�ations have signiCcantl� increased their hiring o= I$ sta@ķ 

incl�ding engineersķ data scientistsķ and c�0ersec�rit� e�rertsķ to lanage the gro�ing colrle�it� o= their digital 

in=rastr�ct�re. �iring =or I$ roles is e�rected to gro� ƒ2ѷ =rol 2020 to 20ƒ0ķ l�ch =aster than the average =or  

all occ�rations Ő��Gő ŐBLS)�

�dditionall�ķ ƕƔѷ o= healthcare rroviders increased their digital and I$ 0�dgets =rol 20ƐƖ to 202ƒķ �ith Ɛ in Ɣ 

rerorting increases o= lore than ƒ0ѷ ŐG�ideho�seő. $his trend is e�rected to contin�eķ �ith signiCcant 0�dget 

allocations to�ard c�0ersec�rit� in=rastr�ct�reķ ��! loderni�ationķ digital careķ and advanced anal�tics. 

$he adortion o= clo�d in=rastr�ct�re has also raridl� e�randed. $he glo0al healthcare clo�d colr�ting larhetķ 

val�ed at arrro�ilatel� Ū2ƒ.4 0illion in 2020ķ is e�rected to gro� at a colro�nd ann�al gro�th rate Ő��G!ő o= 

Ɛ4.Ɛѷķ reaching Ūѵ4.ƕ 0illion 0� 202ѵ and nearl� threeŊt�arters o= healthcare I$ e�ec�tives rlan to e�rand their  

�se o= clo�d services ŐMcKinsey & Company)�


inall�ķ the rroli=eration o= "aa" arrlications in healthcare has dralaticall� accelerated. In 202ƒķ healthcare 

organi�ations �ere �sing an average o= ƒƕƐ "aa" arrlicationsķ larhing a ƒ2ѷ increase =rol 202Ɛ  

ŐVenaő ŐCloudwards)�

$hese trends have contri0�ted to a raridl� changing environlent =or I$ķ sec�rit�ķ engineeringķ and colrliance 

teals. $he integration o= ne� reorleķ reso�rces and in=rastr�ct�re colronents has ca�sed an e�rlosion in the 

colrle�it� o= I$ orerations that lan� organi�ations str�ggle to lanage. 

�ccording to !�� �arital �arhetsķ healthcare data �ill lahe �r ƒѵѷ o= the 
�orldĽs data 0� 202Ɣķ o�tracing lan�=act�ringķ Cnancial servicesķ and ledia 
and entertainlent ŐRBC Capital Markets)�

36%

https://web-assets.bcg.com/1e/74/5d14d48346bcb56a79c6e7e7ba0f/bcg-the-future-of-digital-health-2024-jan-2024-1.pdf#:~:text=URL%3A%20https%3A%2F%2Fweb
https://www.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm
https://guidehouse.com/-/media/new-library/industries/health/documents/2023/guidehouse-health-it-survey-report.ashx
https://www.marketsandmarkets.com/Market-Reports/cloud-computing-healthcare-market-347.html
https://www.venasolutions.com/blog/saas-statistics
https://www.cloudwards.net/saas-statistics/
https://www.rbccm.com/en/gib/healthcare/episode/the_healthcare_data_explosion#content-panel
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The Challenges and Risks Associated with Increasingly Complex  
IT Operations

�ore �sersķ devicesķ and arrlications are accessing healthcare net�orhs than ever 0e=ore. $his e�rands the a�ach 

s�r=aceķ lahing these organi�ations lore v�lnera0le to data 0reaches and 0�siness disr�rtions. 

�s healthcare entities integrate lore clo�dŊ0ased sol�tions and thirdŊrart� "aa" arrlicationsķ the� introd�ce 

l�ltirle rotential entr� roints =or c�0er threats. �onset�entl�ķ lanaging these diverse and interconnected s�stels 

0ecoles challengingķ increasing the rish o= sec�rit� v�lnera0ilities that c�0ercrilinals can e�rloit. �s a res�ltķ 

sec�rit�ķ engineeringķ and colrliance rro=essionals =ace a series o= challenges and rishsķ incl�dingĹ 

• Increased sec�rit� rishs associated �ith identit�Ŋ0ased a�achs

• Increased rish o= elrlo�ees �sing �orharo�nds to 0�rass sec�rit� controls 

• 	iLc�lties in esta0lishing and rroving adherence to colrliance ret�irelents

�r�te =orce a�achsķ incl�ding rass�ord srra�ing and credential st�Lngķ  
acco�nted =or ƒƔѷ o= identit�Ŋrelated 0reaches in the healthcare ind�str�. 
�dditionall�ķ ƒ2ѷ o= organi�ations rerorted 0reaches involving sociall� engineered 
rass�ordsķ highlighting the vario�s lethods a�achers �se to e�rloit credentials 
ŐIdentit� 	eCned "ec�rit� �lliance)�

�ealthcare organi�ations are rartic�larl� v�lnera0le  

to identit�Ŋ0ased a�achs that e�rloit credentials  

and standing rrivileges to 0reach and rivot �ithin 

net�orhs. $hese organi�ations =ace an average o=  

4ƒ identit�Ŋ0ased c�0era�achs rer �earķ nearl� one  

rer �eeh. "�ccess=�l a�achs disr�rt I$ orerations  

in 2ѵѷ o= cases and overall 0�siness orerations in  

ƒ2ѷ ŐSafety 	etectives)� 

In the laforit� o= these a�achsķ stolen credentials 

and standing rrivileges are the rrilar� vectors �sed 

0� lalicio�s actors to gain initial access and escalate 

rrivileges =�rther into the net�orh Ő(eri�on)� The risk 

o= these ľ0reach and rivotĿ st�le a�achs is rervasive. 

�ccording to a recent s�rve�ķ Ѷƕѷ o= resrondents 

indicated that shared rrivileged acco�nts �ere in 

�se �ithin their organi�ationsķ alrli=�ing the rish o= 

e�tensive net�orh intr�sions ŐEMA)� 

https://www.idsalliance.org/white-paper/2024-trends-in-securing-digital-identities/
https://www.safetydetectives.com/blog/healthcare-cybersecurity-statistics/
https://www.verizon.com/business/resources/reports/dbir/
https://www.bravurasecurity.com/hubfs/A.%20Product%20Collateral/Hitachi%20ID%20Bravura%20Privilege/%5BResearch%20Report%5D%20Advancing%20PAM%20to%20Address%20Modern%20Business%20Requirements.pdf


goteleport.com © Teleport 2024

Want to view more? 
Unlock the full PDF.
Fill out the form to unlock the full PDF.


