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Introduction

inancial services organi�ations relain a rrile target =or c�0era�achs; the� are 
2.Ɣ tiles lore lihel� to e�rerience a data 0reach than organi�ations in other 
industries ((eri�onķ 	ata �reach Investigations !erort 202ƒ). Yet at the same 
tileķ Cnancial services are �nder enorlo�s rress�re to introd�ce c�মngŊedge 
cara0ilities to sta� colretitive. $his ret�ires the derlo�lent o= lore and 
lore in=rastr�ct�re �ithin alread� colrle�ķ highl� diverse I$ environlents Ō 
�ltilatel� increasing their rish e�ros�re and in=rastr�ct�re lanagelent 0�rden.

�rerational agilit� and innovation are critical to 0�siness rer=orlance and 
gro�thķ and the rress�re to eLcientl� scale in=rastr�ct�re has never 0een greater. 
�alancing this e�ransion and rrioriti�ing agilit� alongside sec�rit� and colrliance 
requirements, such as the Payment Card Industry Data Security Standard (PCI DSS) 
version 4.0ķ can =eel lihe a tightrore �alh Ō and it is. 
or lan� engineering tealsķ 
the drive =or agilit� directl� clashes �ith the need to en=orce ro0�st sec�rit� and 
colrliance rrotocolsķ �ltilatel� creating =riction that slo�s do�n develorlent 
and da�ŊtoŊda� orerations.

$his =riction 0ecoles lost arrarent in the area o= access controlsķ �here lodernķ 
distri0�tedķ and erheleral in=rastr�ct�re collides �ith the strict ret�irelents set 
0� ��I 	"" 4.0 Ō �hich goes into e@ect on �arch ƒƐķ 202Ɣ. 
inancial services 
organi�ations and other colranies derendent �ron cardholder and ra�lent data 
rrocessing need a �a� to ilrrove develorer rrod�ctivit� �itho�t colrrolising 
sec�rit� or rishing ��I nonŊcolrliance d�ring an a�dit. 

��I 	"" is one o= the oldest lainstreal ret�irelents =or colrlianceķ originating in 
2004. The PCI Security Standards Council manages the standard to ensure security 
=or the glo0al ra�lent s�stel. It arrlies to all entities that storeķ rrocessķ or 
translit ra�lent cardholder data or sensitive a�thentication data or co�ld ilract 
the sec�rit� o= the cardholder data environlent Ő�	�ő. $here are ten ��I 	"" 4.0 
controls o�tlined in this rarer Ō gro�red 0� Access Management, Audit Logging, 
Data Protection, and Change Control Ō that 0ecole rro0lelatic =or Cnancial 
services organi�ations as the� scale their �se o= lodern in=rastr�ct�re. 

$elerortķ a sec�re in=rastr�ct�re access rla�orlķ reloves the root ca�ses o= 
tension 0et�een engineeringķ colrliance and sec�rit� teals. $his �hite rarer 
highlights collon ��I 	"" control h�rdles organi�ations =ace as the� scale lodern 
in=rastr�ct�resķ and rrovides rractical sol�tions =or ilrlelenting these controls in 
a �a� that strihes the delicate 0alance o= agilit�ķ sec�rit�ķ and colrliance.

$�oŊthirds o= engineering 
and sec�rit� rro=essionals 
rerorted slo�ing do�n 
or dela�ing arrlication 
development due to 
��0ernetes sec�rit� 
concerns. (Red Hat)
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Access Management 
��I 	"" 4.0 landates strict isolation o= sensitive data environlentsķ 0�t as teals 
gro� and in=rastr�ct�re 0ecoles lore colrle� and heterogeneo�sķ laintaining 
this seraration Ō �hile still ena0ling develorers to do their fo0s Ō 0ecoles a 
lon�lental challenge. $he root o= the rro0lel lies in the ineLcienc� o= traditional 
credentialŊ0ased access s�stelsķ �hich silrl� do not scale to leet the delands o= 
lodern in=rastr�ct�res.

$his section e�rlores several selected e�alrles o= �here this arrroach 0reahs 
do�n and can ca�se ineLciencies �hen aligning to the =rale�orh o= ��I 	"". 
$ho�gh not intended to 0e a colrrehensive larring o= the standardķ �o� �ill Cnd 
an ill�stration o= $elerort �se cases =or solving he� ��I 	"" challenges.

PCI DSS 4.0 Requirement 2.2
�ll s�stel colronents are conCg�red and lanaged sec�rel�.

The challenge
In the conte�t o= lodern in=rastr�ct�reķ this leans 
ens�ring that sensitive and nonŊsensitive �orhloads 
are segregated across namespaces or clusters, rather 
than coŊlocating thel in the sale environlent. $his 
seraration helrs rrotect cardholder data Ő��	ő and 
other sensitive in=orlation. �lsoķ s�0categor� 2.2.ѵ 
sa�s s�stel sec�rit� raraleters l�st 0e conCg�red to 
prevent misuse.

How Teleport supports compliance
Teleport provides centralized access control and 
monitoring, ensuring only highly authorized and 
a�thenticated �sers can lodi=� s�stel conCg�rations. 

Detailed audit logging and session recording 
cara0ilities ena0le organi�ations to trach and revie� 
changes to s�stel seমngsķ helring to rrevent 
�na�thori�ed alterations. !oleŊ0ased access control 
Ő!���ő en=orces the rrincirle o= least rrivilegeķ liliting 
�ser access to onl� necessar� services and signiCcantl� 
red�cing lisconCg�ration rishs.
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PCI DSS 4.0 Requirement 6.5
Changes to all system components are managed securely.

PCI DSS 4.0 Requirements 7.1 and 7.2
Limit access to system components and cardholder data to only 
those individ�als �hose fo0 ret�ires s�ch access. �ccess to s�stel 
colronents and data is arrrorriatel� deCned and assigned.

The challenge
"�stel colronents are 0roadl� deCned 0� ��I to 
incl�de allost all in=rastr�ct�re elelentsķ incl�ding 
container cl�sters lihe ��0ernetes.


or environlents �sing ��0ernetesķ this ret�irelent 
landates en=orcing strict controls over ho� 
nalesraces or cl�sters are �sed =or develorlent 
vers�s rrod�ction �orhloads. �isconCg�ration or 
accidental derlo�lent to the �rong nalesrace can 
violate colrliance ret�irelents and e�rose sensitive 
cardholder or ra�lent data. "�0categor� ѵ.Ɣ.ƒ 
ret�ires access control en=orcelent =or the seraration 
o= rreŊrrod�ction =rol rrod�ction environlentsķ 
�hich can create several challenges.

How Teleport supports compliance
$elerort rrovides CneŊgrained access controls to 
=o�ndational s�stel colronentsķ clo�d environlentsķ 
and container rla�orlsķ incl�ding ��0ernetes cl�sters.

Int�itive !��� cara0ilities en=orce the rrincirle o= 
least rrivilege do�n to the nalesrace levelķ giving 
�o�r teal the a0ilit� to t�ne �ser rrivileges and access 
rerlissions to the levels ret�ested 0� ��Iķ and =or 
rrod�ction vers�s rreŊrrod�ction environlentsķ even 
�ithin recentl� rrovisioned ��0ernetes derlo�lents.

The challenge
�cc�ratel� deCning and doc�lenting �ho needs 
access to sensitive data can 0e e�trelel� colrle�. 
�ns�ring that access controls are consistentl� 
eval�atedķ en=orcedķ and �rdated in resronse to 
rersonnel changes or 0�siness ret�ires heav� 
involvelent =rol engineering and sec�rit� tealsķ 
�hich can slo� do�n orerations. "�0categor� ƕ.2.Ɛ 
thro�gh ƕ.2.Ɣ disc�ss the need to rrorerl� grant access 
and manage access privileges. 


ail�re to leet these ret�irelents e�roses reso�rces 
�ith sensitive cardholder and ra�lent data to threatsķ 
and can rose a lafor challenge to organi�ations 
seehing ��I colrliance.

How Teleport supports compliance
$elerort en=orces strict roleŊ0ased access control 
Ő!���ő rolicies across critical in=rastr�ct�reķ incl�ding 
clo�d environlents Őlihe ��0ernetes or �)"ő. $his 
ensures users and services are granted the least 
rrivilege necessar� to rer=orl their =�nctionsķ 
rreventing �na�thori�ed access to cardholder data. 

�olrrehensive visi0ilit� into access activities and 
a�dit logs lahe it silrler =or �o�r teals to identi=� 
�na�thori�ed access and t�ichl� lahe the rolic� 
changes as necessar� to relediate. �rheleral 
rrivileges 0o�nd to 0ioletric devices and sec�re 
enclaves are �sed =or all access ret�estsķ reloving the 
need =or s�rerŊrrivileged acco�nts entirel�.
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