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Research Objectives

Workforce identity security is in a state of flux, with changing enterprise infrastructure, an expanding application portfolio

to integrate, and sprawling cloud deployments that are exposing unsolved problems, inefficient processes, and fragmented
solutions. Enterprises are coming to terms with new identity-driven cyberthreats and recognizing the underappreciated non-
human identity (NHI) or machine identity attack surface that includes emerging agentic Al deployments. Pain points, key
solutions under consideration, decision dynamics for identity solutions, and how enterprises are optimizing or unifying their
identity infrastructure are all changing rapidly.

To gain further insight into these trends, Enterprise Strategy Group surveyed 370 IT and cybersecurity decision-makers at
organizations in North America (US and Canada) involved with or responsible for workforce identity and access management
(IAM) and identity security processes and technologies.

THIS STUDY SOUGHT TO:

Understand the scope, scale, and growth of identities Determine the maturity of non-human/machine identity
that organizations must manage. security and the state of agentic Al deployment.
Identify and quantify the major pain points for leaders Uncover the strategies used to optimally manage
managing workforce identity security. identity security in the face of proliferating enterprise

applications, compliance obligations, identity threats,
and a diverse identity security tool ecosystem.
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Workforce Identity and Application
Volumes Grow Across the Board

Enterprises Are Concerned About Security
Risk for Non-human Identities and Agentic Al

The Workforce Identity Security Tool Portfolio
Is Expansive and Typically Includes Multiple
Tools for Each Identity Domain

Identity Security Tools Proliferate, but Plans
Abound to Rationalize While Achieving
Better Outcomes

Identity Governance and Administration
Deployments Are Hindered by Manual Processes
and Regularly Discover Excessive Privileges

Identity Security Is a Top Priority With
Budgets Primed to Increase, and Agentic Al
Management and Security Are the Focus
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Workforce Identity and Application
Volumes Grow Across the Board




The Enterprise Identity Estate Is Expected to Grow

Enterprises grow and change, and identity teams are preparing for that changing status quo. Identity security leaders expect
the volume of applications and data sources, non-human (machine) identities, and human identities to increase.

Anticipated change in elements of workforce identity over the next 12 months.

B Significant increase B Moderate increase No change B Moderate decrease B Significant decrease

The number of applications and data sources the average employee needs access to

The number of non-human, machine, or workload identities

The number of contractor and partner identities 1%

The number of employee identities 1%

The number of applications and data sources the average contractor or partner needs access to

0% 20% 40% 60% 80% 100%



Enterprises Manage Voluminous |[dentity teams need to maintain visibility, ensure appropriate access, and manage policies across a broad

. . . ecosystem of business applications. More than one-third (35%) of organizations report having at least 1,000
Appllcatlon Portfolios applications in use worldwide.

Number of business applications in use.

37 19% 21% 207 10% 1%

Fewer 100 500 1,000 2,500 Don't
than 100 to 249 to 999 to 2,499 or more know



The Workforce Identity Security Tool
Portfolio Is Expansive and Typically Includes
Multiple Tools for Each Identity Domain




Workforce Identity Tools Proliferate

Workforce identity teams use an average of 11 tools, and the proliferation of
tools leads to operational complexity, poor visibility, and identity silos. While
tools are essential to solving identity challenges, tool fragmentation can
result in inefficiencies and gaps in coverage.

The lead factors contributing to this tool proliferation are cloud adoption,
cyber insurance requirements, and separate tools needed for different
compute environments (i.e., on-premises, SaaS, and cloud environments).

Approximate number of different workforce identity tools and technologies
in use.

42%
26%
19%
9%
2%

Fewer than 4 4t08 910 12 12 to 16 More than 16 Don’t know

1%

Factors contributing to organizations accumulating more than four identity security tools.

Cloud adoption requiring additional tools

Cyber insurance requirements

Separate tools needed for different (e.g., on-premises,
cloud, or SaaS) environments

Customer security requirements (contractual
obligations)

Legacy tools maintained alongside new solutions
Industry compliance requirements

Tools required by immediate compliance needs

Quick or emergency deployments that became
permanent solutions

Tools accumulated through M&A
Responding to specific security incidents

Different teams purchasing tools independently

Decentralized identity security and management or
|IAM strategy

Lack of process for reviewing and consolidating
existing tools

Lack of formal tool evaluation process

SYA

51%

48%

45%

43%

42%

42%

38%

38%

38%

36%

30%

27%

26%



Enterprises Typically Have Multiple Solutions Across Each Area of Identity Security

|[dentity security teams have deployed a plethora of tools to solve identity security, but the resulting complexity provides an opportunity for improved efficiency and sets the stage for
future rationalization.

Ildentity solutions currently in use or expected to be in the next 12-24 months.

B Single solution currently in use B Multiple solutions currently in use ™ Planned use in the next 12-24 months B No plans for use
Single sign-on (SSO) access management
Multifactor authentication (MFA)
Digital certificate management
Identity proofing, verification, and affirmation
Cloud infrastructure entittement management (CIEM) 38% 50% 8% 4%
Enterprise password management 38% 45% 12% 5%
Identity governance and administration (IGA)
Passwordless authentication 37% 42% 15% 6%
Privileged access management (PAM) 36% 44% 15% 4%
Identity-as-a-service (IDaaS) from an IdP
Customer identity and access management (CIAM)
Identity threat detection and response (ITDR)
Identity security posture management (ISPM)
PKI or encryption key management
Non-human or machine identity security
Non-human or workload identity management
Agentic Al identity management 31% 42% 19% 8%
Secrets management 30% 40% 17% 12%

0% 20% 40% 60% 80% 100%



Workforce Identity Proofing Is on the Radar

While most enterprises recognize threats posed by adversaries impersonating job candidates or employees, solution
adoption to counter the threat is in the early stages. Specifically, only slightly more than a quarter (26%) of organizations
have identity proofing solutions in place for onboarding and IT support, but a majority is currently considering or
evaluating solutions.

Usage status for identity proofing and/or verification technology.

B Workforce onboarding B T support (account resets, etc.)
We have a mature identity proofing or verification We have started to deploy identity proofing or We are actively testing identity proofing or
system in place verification technology verification technology

11% @K 15% QK 9% &
15% @K 11% @K 5% €&

We are interested in and exploring and evaluating |dentity proofing or verification technology is an We have no plans for or interest in identity proofing
identity proofing or verification technology Interesting concept, but we currently have no or verification technology
usage plans

7% & 34% K 25% K
3% € 44% G 22% K



Identlty Governance dmin
Deployments Are Hmdered by Manual
Processes and Regularly Discover
Excessive Privileges




There Is Plenty of Room for Improved Identity Governance and Administration
(IGA) Deployment Progress in Light of Several Key Obstacles

IGA is a work in progress. Organizations may have integrated their critical applications into their IGA systems, but on average, only 54% of the available applications are reportedly
adequately integrated with their IGA solutions.

This is because IGA rollouts can be lengthy projects that affect an entire organization and its application portfolio. Integration overhead, operation resourcing, and costs all combine
to a similar degree in inhibiting a broader rollout of IGA.

Percentage of applications that are adequately integrated with IGA. Factors that have inhibited a full IGA rollout.

Integration effort — difficulty integrating IGA solution
with applications (SaaS or cloud applications, etc.)

Integration cost — cost of professional services to
adequately integrate IGA solution

57%

Operational effort — significant effort required to

: ) 569
customize and manage |GA solution %

Technology cost — cost of IGA solution 55%

I 3 3 O/O I 2 9 O/O I 4 O O/O Organizational effort — time required by identity

team and application owners to roll out IGA 55%

o/o to 40% 41 o/o to 60% MOre than 60% solution to additional applications



A Significant Volume of Manual IGA Processes Remains

Much remains to be done in automating IGA processes. While IGA technology has
proliferated, 39% of organizations have either fully manual processes or minimally
automated IGA processes.

What identity-related workflows and tasks are most commonly responsible
for manual processes? Over half of respondents pointed to provisioning and
deprovisioning workforce accounts, with entitlement and user access reviews
also causing problematic levels of manual work. While IGA is widely deployed,
organizations recognize the opportunity for efficiency improvements.

Degree to which IGA processes are automated.

24%

Maximally automated Mostly automated with Minimally automated Full manual processes
with few manual some manual but mostly manual  with spreadsheets and
processes processes processes IT tickets

Identity-related workflows and tasks that cause a problematic level of manual work.

Provisioning and deprovisioning third-party
accounts and credentials

Review and approval of user access
permissions requests, entitlement management
tickets, and (re)certifications to applications, file

shares, and systems

Provisioning and deprovisioning employee
accounts and credentials

Privilege and entitlement reviews

Coordination of onboarding new applications

Generation of reports from identity solutions

Alert triage and prioritization

None of the above




Breaches, Sprawl, and Integration
Friction Lead Workforce ldentity
Security Challenges

|dentity security teams face a plethora of challenges,
but the major issues are responding to security
incidents, the growing number of workforce
identities for employees and third parties, managing
integrations, and the challenge of swiveling between
identity security tools.

Challenges organizations face when managing workforce identities.

Security incidents and breaches
Growth in the number of identities under management

System integrations and interoperability

Growth in the types of identities under management (e.g.,
contractors or devices)

Lack of unified identity security or IAM console for administration
across different solutions or solution types

Managing contractor and third-party identities

Departmental alignment

Gaps in visibility across users and their access

Reliance on manual processes and tasks

Permissions sprawl

Dynamic nature of identities

Inconsistent processes and policies

Lack of risk signals to inform appropriate authentication level
Burdensome privilege and entitlement reviews

Poor end-user experience

Poor identity security or IAM solution performance or reliability

None of the above

39%

36%

35%

32%

30%

30%

26%

25%

25%

25%

%

%

23%

22%

20%

18%
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Providing Application Access and Permissions for New Hires and Resolving lIdentity-related Security Alerts
Consume Precious Time

Providing new employees with appropriate access is ideally a "day one” occurrence, but most organizations find it is a "next week” situation, taking about six days on average. This
latency creates a cost and frustration point for the business as employees cannot be productive as they wait for access to their applications.

Beyond onboarding employees from an identity and access perspective, resolving security alerts is also a complex process. That is particularly the case for identity-related security
alerts. Indeed, one-quarter of organizations report typically spending at least nine hours investigating and remediating a single critical identity-related security alert. A time-
consuming investigation process risks expanding the incident blast radius. Identity alert investigation and response is ripe for improvement: Today, a single alert consumes more

than a person-day to resolve.

Length of time it typically takes to grant full application permissions while Time in person-hours spent investigating and remediating a single critical
onboarding new employees. identity-related security alert.
29% 29%
24%
8%
L ]

1 day 2to3days 4to6days 7to10days 11to 15 More than Don’t know Less than 1 1to 4 person- 5to 8 person- 91to40 person- More than 40
days 15 days person-hour hours hours hours person-hours



The Scope of User Access Reviews Has Increased, Revealing Excessive Permissions Are a Pervasive Issue

Organizations have increased the scope of access and privilege entitlement reviews over the past two years and expect that trend to continue over the next two years. There is

considerable room to streamline the activity so decision-makers can evolve beyond rubber-stamping approvals to move the process along to conducting thorough, context-driven
evaluations.

Organizations revoke an average of 16% of entitlements during user access and privilege entitlement reviews. While reviews can be rubberstamp approval exercises for some, it is a
rigorous process for most, with four in 10 respondents revoking 11-20% of entitlements during their review process.

Change in scope of user access and/or privilege entitlement reviews. - Percentage of entitlements identified for revocation during periodic user

- access and/or privilege entitlement reviews.
B Past two years B Next two years %

-
—_2% 1% 0% _1%_ & &

Significant Slight No increase or Slight Significant 5% or less 6% to 10% 11% t0 20%  21% to 30% More than 30% Don’t know
Increase Increase decrease decrease decrease ?
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Enterprises Are Concerned About
Security Risk for Non-human ldentities
and Agentic Al




Organizations Are Concerned About Level of concern about security risks specifically related to non-human identities.

the Security Risk Posed by Non-human

|dentities but Cite Multiple Methods of -
Gaining Visibility Into NHIs

Organizations recognize the security risk associated with non-human 3 " O/O 3 6% 2 " O/o " " O/Q

identities (NHIs), and 67% are either very concerned or concerned
about the potential for damage relating to NHls.

Organizations use a variety of methods to discover their non-human
identity footprint, with a strong preference for using existing security

tools to provide visibility into their NHI estate. Very few organizations Very Concerned Somewnhat Not at all
have deployed a specific NHI security tool. concerned concerned concerned

How organizations discover and inventory NHIs across their infrastructure.

/7% 007 49% 42% 2% 2%

L L L L
|dentity security or identity Native cloud provider tools Custom scripts Manual processes Non-human (machine) We do not have a formal
and access management and security scanners identity security tool(s) Process

(IAM) platforms



Agentic Al Adoption Raises a Host of Risks

Data privacy issues are the lead concern with Al agents, and inaccurate decisions due to generative Al's probabilistic nature, compliance, and loss of Al agent control are not
far behind. While risks are recognized by identity leaders, it may take some public agentic Al security incidents to motivate business leaders to adequately invest in securing
their agentic Al infrastructure.

Security and business risks of using Al agents that concern organizations.

Data privacy issues Inaccuracy of Al agent Regulatory compliance Control of Al agents falling Potential for fraud
decision-making into adversary hands

02% 44% 44% 42% 39%

Insider risk management Reputation and brand Failure of human oversight Loss of sensitive data to Litigation
external parties
L ¢ S

3/% 397 34% 30% 21%



Better Outcomes

Identity Security Too
Abound to Rationalize While Achieving
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Is I5roliferate, but
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A Range of Motivations Drive
Security Portfolio Evolution

Organizations first and foremost want better security outcomes
from their identity security portfolios and see the proliferation
of tools leading to identity security gaps that need to be

closed. Change also comes from cloud migrations and data
breaches that can motivate firms to solve new identity security
challenges that an existing tool set may be insufficient to tackle.

Organizations’ motivations to evolve existing security portfolios.

(o)
44%
Better security outcomes -
current multivendor solution

orchestration and complexity
may leave identity security gaps

38%

Operational efficiency -
simplifled management and
automation will enable teams
to do more

o
24%
Cost savings -
consolidating vendors will

reduce costs and optimize
utilization

—

o
41%
Cloud migration -
transitioning tools to cloud-

based platforms for scalability
and potential reduced costs

36%

Data integration for visibility
and analytics -
consolidating vendors will
provide comprehensive
visibility and improved analysis

(o)
22%
Cross-team collaboration -
fewer tools will be used by a

broader swath of the IT and
security team

»

40%
Data breach prevention -
an experienced data breach

relating to identities exposed the
need to improve identity security

o
30%
Compliance and governance -
fewer vendors will streamline

audits and provide consistent
policy enforcement

7

1%

No changes planned



Organizations Experience Flux in Identity Security Program Evolution

Change is the operative word in identity security. While more than two-thirds (70%) of respondents report that their organization intends to expand usage of an existing tool,
62% expect to deploy a specific new tool for a new use case, and 38% anticipate replacing an existing core identity security solution with another vendor's offering. ldentity
security teams are ruthlessly trying to improve their programs and prune what is not working.

Organizations’ plans to evolve identity security programs in the next 12-18 months.

hy

337 29% 0%

/0% 027

Expand usage of an existing Implement a new identity Replace an existing core Replace existing identity No changes planned
identity security tool to cover a security tool for a specific use identity security enterprise security point solution(s)
new identity security use case case (e.g., cloud IGA, cloud solution (e.g., IGA, PAM, access (e.g., ITDR, ISPM, etc.)
(e.g., vendor providing PAM tool PAM, identity threat detection management, etc.) with a
expanding to cover IGA, vendor and response, identity security solution from another vendor
providing access management tool posture management, etc.)

expanding to include PAM, etc.)



Identity Security Is a Top Priority With
Budgets Primed to Increase, and Agentic Al
Management and Security Are the Focus




Who Drives |dentity Security Policies - Individuals or groups that influence the decision-making stages of identity security
. el - technology purchases.
and Acquisition Processes? |

™ Purchase B Evaluation B Research

While IT and cybersecurity are the groups most commonly involved in establishing :
identity security policies, cloud security teams are involved for 60% of respondent IT operations 29%
organizations. :

While many players are involved in research and evaluation, purchasing authority Regulatory compliance team
originates with the senior executives (e.g., ClIO and CISO) and is distributed to 5

compliance and cybersecurity teams.
Cybersecurity management

Senior IT executives (e.g., CIO, CDO,
CISO, VP, etc.)

T infrastructure and operations T infrastructure and architscturs
Cybersecurity
Cloud security architects

Regulatory compliance and risk management 41%

Groups directly involved in creating organizations’ identity security policies.

Cybersecurity operations

Cloud operations 62%

48%

Networking 37% Networking team

Platform engineering and DevOps 35%
Platform engineering and DevOps

Application development 34%

Line-of-business and application owners 29% Legal team

Legal y A Non-IT senior executives (e.g., CEQ,
: CFO, etc.)

57%




Modernizing Workforce Identity Security Is a Top Priority for a Majority of Organizations, and
Spending Plans Reflect That

Executives and their teams have the bandwidth and budget for a limited number of projects in any given year. Workforce identity security is one of those projects as enterprises
recognize the need to improve their identity security processes and technology. Specifically, 91% of organizations would classify their identity security initiatives as a top-five IT

and cybersecurity priority, with 42% singling it out as their top overall IT and cybersecurity priority.

Given the relative importance of identity security, it follows that budgets are growing year over year, with 8/7/% of organizations reporting plans to increase their spending on
workforce identity security, including more than one-third anticipating significantly increasing their spending.

Priority level for identity security over the next 12 to 24 months. Expected spending changes for workforce identity solutions over the next year.

B Itisourtop T and B It will increase significantly

cybersecurity priority

B Itisinourtop five IT and It will increase slightly

cybersecurity priorities




Investment Priorities for
Workforce Identity Security
Highlight Goals for Protecting
Agentic Al and Infrastructure

Agentic Al holds the prospect to dramatically
iImprove how enterprises operate, and identity
teams are prioritizing security and management
for that infrastructure as their lead investment
priority. Rounding out the top three priorities are
managing cloud entitlements and investing in
identity threat detection and response.

Expected areas of increased identity security investment in the next 12 months.

Agentic Al security and management

Cloud infrastructure entittement management (CIEM)

|dentity threat detection and response (ITDR)

|dentity proofing and verification for IT and helpdesk support calls
Customer identity and access management (CIAM)

|dentity security posture management (ISPM)

|dentity proofing and verification for workforce onboarding

Privileged access management (PAM)

Increasing frequency and thoroughness of user access audits
Managing privileges on endpoints and enforcing least-privilege access
Single sign-on (SSO) access management

|dentity governance and administration (IGA)

|dentity-as-a-service (IDaaS)

Non-human (machine or workload) identity security and management
Secrets management

Comprehensive integrated identity security platform

Enterprise password manager

35%

34%

32%

28%

28%

26%

22%

21%

20%

20%

20%

20%

19%

18%

15%

14%

13%



1! Teleport

Teleport is the Infrastructure Identity Company, modernizing identity, access, and policy for infrastructure,
iImproving engineering velocity and infrastructure resiliency against human factors and compromise.

The Teleport Infrastructure Identity Platform implements trusted computing at scale, with unified cryptographic
identities for humans, machines and workloads, endpoints, infrastructure assets, and Al agents. Our identity-
everywhere approach vertically integrates access management, zero trust networking, identity governance,
and identity security into a single platform, eliminating overhead and operational silos. For more information,
visit www.goteleport.com or follow @goteleport.

LEARN MORE



http://www.goteleport.com
https://url.us.m.mimecastprotect.com/s/5hbNClYvpnuPR1X3nc9h3iz34p8?domain=twitter.com
https://goteleport.com/?&utm_medium=partner&utm_source=esg

RESEARCH METHODOLOGY AND DEMOGRAPHICS

To gather data for this report, Enterprise Strategy Group conducted a comprehensive online survey of IT and cybersecurity professionals from private- and public-sector organizations
in North America (United States and Canada) between May 5, 2025 and May 23, 2025. To qualify for this survey, respondents were required to be familiar with their organization’s
workforce identity access management (IAM) and identity security processes and technologies. All respondents were provided an incentive to complete the survey in the form of cash
awards and/or cash equivalents.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left
with a final total sample of 370 IT and cybersecurity professionals.

Respondents’ organizations by number of employees. Respondents’ organizations by years in operation. Respondents’ organizations by industry.
32% Manufacturing
Technology
229, B— Construction/engineering
Business services
Retail/wholesale
11%
10% ° Healthcare
1_% 1_% 1_% Communications and media
100to 500to 1,000to 2,500to 5,000to 10,000 to 20,000 or Lessthan 5to 10 1Mto20 21to350 Morethan Don’t know Other

499 999 2,499 4,999 9,999 19,999 more S years years years years 90 years
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