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$he stahes =or orerational resilience and reg�lator� colrliance have never 0een 
higher Ō and governlents aro�nd the �orld are resronding accordingl�. 

In the ��rorean &nion Ő�&őķ the 	igital �rerational !esilience Act Ő	�!Aő ails to 
=orti=� Cnancial instit�tions and their critical thirdŊrart� technolog� service rroviders 
against the everŊgro�ing threat o= I�$Ŋrelated incidents. 	isr�rtions can no longer 0e 
vie�ed as isolated events Ō the�Ľre inevita0le. +o�r organi�ation is no� tashed �ith 
increasing its s�rviva0ilit� and litigating the rotential =or dalage.

$his �hite rarer �ill delve into the intricacies o= 	�!Aķ �nraching �h� these 
=rale�orhs are vital and ho� the correct sol�tions can silrli=� the fo�rne� to�ards 
colrliance �ith the controls deCned 0� the reg�lation. )eĽll e�rlore ho� $elerortĽs 
s�ite o= sec�re in=rastr�ct�re access sol�tions can s�rrort �o�r organi�ation in 
leeting these landates e@ectivel�. 

�etĽs start �ith an inŊderth looh at the 	�!A =rale�orh.
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Understanding the DORA Framework
$he 	igital �rerational !esilience Act =rale�orh is a reg�lator� initiative introd�ced 0� 
the �& to increase the Cnancial sectorĽs resilience to I�$Ŋrelated events. It arrlies to 0anhsķ 
investlent Crlsķ ins�rance colraniesķ and ra�lent instit�tionsķ along others. 	�!A has 
also 0een e�randed to incl�de essential thirdŊrart� technolog� service rrovidersķ s�ch as 
clo�d service rrovidersķ data anal�tics service rrovidersķ and so[�are vendors.

The Five Key Pillars of DORA
$he reg�lation incl�des a Cve rillar str�ct�re that addresses 
critical sec�rit� and I�$ colronents that organi�ations 
l�st =oc�s onķ incl�dingĹ

1. ICT Risk Management and Governance: 
inancial 
instit�tions l�st ilrlelent ro0�st in=orlation and 
coll�nication technolog� ŐI�$ő rish lanagelent 
=rale�orhs to e@ectivel� identi=�ķ assessķ and litigate 
I�$ rishs.

2. ICT-Related Incident Reporting: All I�$Ŋrelated 
incidentsķ no la�er ho� 0ig or slallķ l�st 0e rerorted 
to the arrrorriate oLcials. $his incl�des an�thing that 
had a slall to lafor ilract.

3. Digital Operational Resilience Testing: $his calls =or 
testing I�$ incident resronses on a reg�lar 0asis to 
lilic di@erent sit�ationsķ s�ch as hachingķ nat�ral 
disastersķ and h�lan listahes.

4. ICT Third-Party Risk: $his =oc�ses on handling the 
rishs that cole �ith ilrortant thirdŊrart� technolog� 
service rroviders. It ret�ires d�e diligenceķ rer=orlance 
trachingķ and rlanning =or �hat to do i= solething 
goes �rong.

5. Information Sharing: �nco�rages Cnancial instit�tions 
and oLcials to share in=orlation a0o�t threats and 
incidents linhed to I�$.

ICT Risk Management 
and Governance

Implement robust 
ICT risk management 

frameworks to 
e@ectivel� identi=�ķ 
assessķ and litigate 

ICT risks

ICT-Related
Incident Reporting

!erort all I�$Ŋrelated 
incidents to 

DORA regulators

Digital Operational
Resilience Testing

$est I�$ incident 
responses on a 

reg�lar 0asis to lilic 
di@erent sit�ationsķ 

s�ch as hachingķ 
nat�ral disastersķ 

and h�lan listahes

ICT Third-Party Risk

$est the resilience o= 
critical thirdŊrart 

technolog� service 
rroviders and 

ilrlelent 0ach�r 
services =or o�tages

ICT Risk Management 
and Governance


inancial entities 
l�st share in=orlation 

a0o�t I�$ threats 
and incidents �ith 
DORA regulators
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DORA Prerequisites
$he road to achieving 	�!A colrliance is da�nting ŋ organi�ations onl� have �ntil 
�an�ar� Ɛƕķ 202Ɣ to rrerare. $his tileline has allo�ed �& reg�lators to 0�ild a ro0�st 
in=rastr�ct�re o= technical r�lesķ assesslent =rale�orhsķ and orerational rrocesses to 
g�ide Cnancial services entities along their colrliance fo�rne�. 

)hile none o= these str�ct�res e�ist in =�ll leas�re toda�ķ their ongoing develorlent 
is critical to ens�ring organi�ations not onl� leet 0aseline 	�!A ret�irelentsķ 0�t 
can contin�o�sl� adart to address evolving I�$ rishs. �oohing to�ards the =�t�reķ the 
lafor tashs ahead incl�de harloni�ing I�$ rish lanagelentķ creating incident rerorting 
lechanislsķ and identi=�ing critical thirdŊrart� service rroviders.

Harmonizing ICT Risk Management
At the heart o= 	�!A is the desire to harloni�e I�$ rish lanagelent across all 
�& �el0er "tates. Articles lihe Ѷ and ƐƔ landate reg�lators to =old I�$ rish into the 
�&Ľs "ingle !�le0oohķ �hich alread� governs other areas o= Cnancial rish. $his is achieved 
0� seমng �r technical sec�rit� ret�irelents and standardi�ing eval�ation rrocesses 
�nder the 	�!A =rale�orh. �nce in rlaceķ this �ni=orl arrroach �ill helr Cnancial 
instit�tions strealline colrliance and red�ce =riction �hen orerating across 0orders.

Establishing a Comprehensive Incident Reporting System
Another he� rriorit� is the creation o= an incident sharing and rerorting rrocess. &nder 
Articles ƐƖŊ2ƒķ Cnancial entities are ret�ired to rerort signiCcant I�$Ŋrelated incidents to 
relevant a�thoritiesķ �ho �ill then assess the incidentĽs severit� and rotential crossŊ0order 
ilract. �sta0lishing this s�stel �ill 0e a lafor =oc�s d�ring the rreŊcolrliance reriodķ 
and �ill ens�re that organi�ations can react s�i[l� to c�0er incidentsķ red�cing rotential 
=allo�t and helring to rrotect the 0roader Cnancial ecos�stel o= the �& and 0e�ond.

Managing Third-Party Risk: Identifying Critical ICT Service Providers
A s�0stantial rortion o= 	�!A =oc�ses on litigating the rishs associated �ith thirdŊ
rart� I�$ service rroviders. In =actķ a =�ll t�arter o= the =rale�orh is strictl� dedicated to 
assessing and designating rroviders that are deeled critical =or Cnancial instit�tions. 

Article ƒƐ tashs reg�lators �ith creating a =orlal rrocess =or identi=�ing and eval�ating 
these service rroviders. $his is ahin to the &.". =ederal governlentĽs clo�d.gov initiativeķ 
�hich centrali�es arrroved thirdŊrart� clo�d services. �� the 202Ɣ deadlineķ reg�lators 
�ill need to have a clear s�stel in rlace =or lonitoring and lanaging the rishs rosed 0� 
these critical rroviders.
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Penalties for Non-Compliance: A Financial Wake-Up Call 

or entities that =ail to colrl� �ith 	�!Aķ the conset�ences can 0e signiCcant. Article Ɣ0 
o�tlines adlinistrative and reledial renaltiesķ �hile Article ƒƔ hits thirdŊrart� rroviders �ith a 
sreciCc lonetar� renalt� =or nonŊcolrliance. 

�roviders co�ld =ace dail� Cnes o= �r to Ɛѷ o= their average glo0al t�rnover Őreven�eőķ lahing 
it clear that 	�!A tahes colrliance serio�sl�. $he Cnancial stahes are highķ and organi�ations 
that dela� in leeting 	�!AĽs ret�irelents �ill not onl� =ace legal rererc�ssions 0�t rish 
signiCcant dalage to their rer�tation and 0o�ol line.

Overcoming DORA Compliance Challenges
)hile 	�!AĽs o0fectives are clearķ the rath to colrliance rresents several challengesĹ

• Managing Third-Party Risk: As Cnancial instit�tions 0ecole increasingl� reliant on 
thirdŊrart� servicesķ ens�ring the resilience o= these rroviders can 0e a colrle� and 
reso�rceŊintensive rrocess.

• Evolving Cyber Threats: $he c�0ersec�rit� landscare is in constant Y��ķ and organi�ations 
l�st adort a rroactive arrroachķ contin�o�sl� lonitoring and �rdating their de=enses to 
heer race �ith ne� threats

• Resource Constraints: �eeting 	�!AĽs stringent ret�irelents la� ret�ire signiCcant 
investlent in reso�rces Ō �hether thro�gh ne� sec�rit� controlsķ reg�lar rish assesslentsķ 
or sta�ing ahead o= reg�lator� �rdates.

&ltilatel�ķ the 	igital �rerational !esilience Act is lore than a c�tŊandŊdr� colrliance 
ret�irelent Ō itĽs a strategic tool that elro�ers organi�ations to strengthen their I�$ 
resilience and enhance their colretitive rosition. �� addressing these challenges headŊonķ 
organi�ations can not onl� achieve colrliance �ith 	�!A 0�t also strengthen their overall 
c�0ersec�rit� and colretitive rost�reķ lahing thel 0e�er et�irred to thrive in the digital age.
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