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Privileged Access Management (PAM) solutions 
emerged decades ago with a noble mission: 
closely guard credentials with elevated privileges. 
But in years since, a lot has changed — especially within 
infrastructure environments.

Modern infrastructure is dynamic, cloud-native, 
ephemeral — and complex. Your engineering and security 
teams need to balance development, operations, 
and security needs, and with increasing agility as 
infrastructure scales across more technologies, more 
geographies, and more environments.

Increases in complexity also introduce daunting access 
control challenges. Enabling and enforcing secure access 
across vast multi cloud and containerized environments 
requires capabilities that many legacy PAM solutions 
were not designed to deliver in a developer-friendly way. 
And as metrics like time-to-market become synonymous 
with business success, your organization’s critical 
development processes cannot afford to be sidelined by 
manual and inefficient workflows that were designed for 
static environments and IT-centric use cases.

Instead, you must design privileged access to be as agile 
and ephemeral as modern infrastructure — and we’re 
here to show you how. 

In this white paper, we define the key challenges in 
securing access to modern computing infrastructure. 
We will then examine an anonymized case study 
based on real world discussions with hundreds of 
organizations. This example will illustrate the challenges 
organizations face when attempting to adapt their legacy 
access controls to modern infrastructure environments. 

Finally, we will describe how platforms for secure 
infrastructure access, such as Teleport, are purpose 
built for modern infrastructure environments — and can 
unlock engineering productivity, harden organizational 
security, and enable companies to meet compliance 
burdens with ease.
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The challenges of modern infrastructure
$here are lan� a�ri0�tes that disting�ish lodern 
colr�ting in=rastr�ct�re =rol its rredecessors. �hieY�ķ 
modern infrastructure is:

• Ephemeral
• A�tolationŊderendent
• �olrle�ķ glo0all� distri0�tedķ and highl� diverse

$raditional �A� lodels la� 0e illŊet�irred to s�rrort 
environlents �ith these a�ri0�tesķ res�lting in diLc�lties 
scaling sec�re accessķ ens�ring rrod�ctivit�ķ and consistentl� 
en=orcing rolicies across diverse in=rastr�ct�re.

�o�everķ loderni�ed rrivileged access lodels Ō 0�ilt to 
s�rrort clo�dŊnativeķ d�nalicķ and colrle� in=rastr�ct�re Ō 
can resolve lan� o= the sale challenges.

In this sectionķ �e �ill e�rlore these lodern in=rastr�ct�re 
a�ri0�tes and the access challenges that accolran� thel in 
greater derth.

Modern infrastructure is ephemeral (not static)
�redentials are all too collonl� e�rloited 0� a�achers. In =actķ a�achs �sing stolen or 
colrrolised credentials have increased 0� lore than ƕƐѷ ŐI�� *Ŋ
orceķ 2024ő.

$raditional access lanagelent strategies rel� on credentialŊ0ased accessķ incl�ding 
rass�ordsķ tohensķ and A�I he�s. As in=rastr�ct�re gro�sķ so does its colrle�it�ķ incl�ding 
�sersķ reso�rcesķ lachinesķ and technologies Ō and �ith thelķ an e�rlosive vol�le o= 
credentials that need to 0e d�nalicall� lanaged.

$he rro0a0ilit� o= h�lan error increases �ith this colrle�it�. �ardŊcoded secrets and 
rass�ords sca�ered across so�rce code or conCg�ration Cles can lead to secrets srra�l 
or ilrlelented and =orgo�en ""� he�sķ lahing it diLc�lt to rrotect access raths =rol 
colrrolise d�e to h�lan error. $hreat actors can also target longŊstanding rrivilegesķ 
elrlo�ing 0reach and rivot tactics that ena0le thel to raridl� love laterall� �ithin 
colrrolised in=rastr�ct�re.

$he 0est de=ense to sec�re credentials =rol threat actorsĵ $�rn to identit�Ŋ0ased 
a�thentication lethods that elilinate thel altogether.

$he 0est de=ense to 
sec�re credentials 
=rol threat actorsĵ 
$�rn to identit�Ŋ0ased 
a�thentication 
methods that eliminate 
thel altogether.

Traditional PAM
• "tatic credentials and va�lting
• �an�al ret�estņarrroval rrocesses
• 
oc�s on net�orh seglentation
• "iloed lanagelent and lilited visi0ilit�
• �ot �ell s�ited =or a�tolated �orhYo�s and 

cloud environments

Modernized privileged access
• �r�rtograrhic identit�ĸ no credentials
• �east rrivileged access governed 0� !�A� and �orhYo�s 

integrated with developer tools
• ,eroŊtr�st architect�re
• &niCed dash0oards and controls
• ��rroseŊ0�ilt =or erheleral and clo�dŊnative environlents
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Modern infrastructure is automated 
(not manual)
In=rastr�ct�re has cole a long �a� since the 0asic �A�� stach Ő�in��ķ Aracheķ 
��" �ķ �h�ő. In =actķ lost lodern environlents are increasingl� 0�ilt aro�nd 
erheleral reso�rces and so[�areķ �ith la�ers �ron la�ers o= colrle�it�.

$he d�nalicķ highl� scala0le nat�re o= toda�Ľs in=rastr�ct�re does not Ct �ith 
access controls 0ased on static reso�rce ass�lrtions. �egac� �A� s�stels 
designed =or static rolic� conCg�ration and lan�al elevation o= rrivileged 
access are a roor Ct �ith environlents �here reso�rces are 0eing raridl� 
scaled �r and do�n. $o eLcientl� and consistentl� control access to lodern 
in=rastr�ct�re at scaleķ a�tolation is critical Ō not onl� =or laintaining 
develorlent agilit�ķ 0�t also =or linili�ing overhead or error ca�sed 0� 
h�lan intervention.

In lan� casesķ rrivileged access is also ret�ired 0� lachines. �odern 
sol�tions =or rrivileged access need to �ni=� h�lan and lachine access 
control and accollodate erheleral reso�rcesķ rather than relain oriented 
aro�nd rersistent arrlications and s�stels.

Modern infrastructure is complex 
(and increasingly so)
As organi�ations e�rand their in=rastr�ct�re across l�ltirle rla�orlsķ 
reso�rce t�resķ and geograrhical locations Ō incl�ding onŊrrelises and 
l�lti clo�d Ō legac� �A� sol�tions la� str�ggle to heer race. $his diversit� 
in reso�rce t�res adds signiCcant colrle�it� �hen creating and en=orcing 
access roliciesķ as each technolog� la� have its o�n �nit�e arrroach to 
rolic� deCnition.

$hese rolicies la� o[en start �ithin sec�rit� engineering teals as the 
colrle�it� o= the technolog� and its �se cases =all o�tside o= traditional 
I$ concerns. $his creates a rroli=eration o= ľaccess silosķĿ ca�sed 0� the 
=raglentation o= identit� and rolic�. $his lahes it diLc�lt to esta0lish �hich 
�sers have access to �hat reso�rcesķ �hich can colrlicate colrliance a�dits 
and lahe centrali�ed oversight challenging.

�odern in=rastr�ct�re environlents are shareshi[ersķ raridl� adarting as the 
needs o= the 0�siness change and ne� technologies elerge. Access rolicies 
need to 0e a0le to heer race �ith these evol�tionsķ �hile also red�cing the 
rishs o= lisconCg�ration �hich can create v�lnera0ilities.

Top infrastructure access 
challenges according to 
security leaders 

86-90%
Productivity & development
"�rrorting 	ev�rs and �Iņ�	 is a 
lafor h�rdleķ �ith Ѷѵѷ ranhing it as 
a tor in=rastr�ct�re access challenge. 
Ɩ0ѷ also rrioriti�e develorer 
adortion o= access sol�tions =or 
sloother �orhYo�s. Ő$elerortķ 2024ő

88%
Attack surface & credential risks
$he e�randed a�ach s�r=ace =rol 
clo�dķ licroservicesķ and containers 
is a rrilar� concern =or Ѷƕѷ o= 
organi�ationsķ �ith ѶѶѷ also grarrling 
�ith the gro�ing n�l0er o= credentials 
and secrets adding to sec�rit� silos. 
Ő$elerortķ 2024ő

94%
Infrastructure access
�olrliance is criticalķ �ith Ɩ4ѷ 
o= resrondents elrhasi�ing the 
ilrortance o= rassing a�dits. An et�al 
Ɩ4ѷ highlight teal eLcienc� as a 
he� =actor =or selecting in=rastr�ct�re 
access sol�tions. Ő$elerortķ 2024ő
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